HOMUTHUKA
0€30MacHOCTH MEPCOHAIBHBIX TAHHBIX, 00padaThIBAEMBIX B
UH(OPMAIIMOHHBIX CUCTEMaX MEPCOHANBHBIX TAHHBIX [ 0CYy1apCTBEHHOTO
OIOPKETHOTO YUPEKIEHUS JOTIOTHUTENBHOTO MPOPECCUOHAIBHOIO 00pa30BaHus
Camapckoii 06sactu «PeroHanbHbIN LIEHTP MOHUTOPUHTA B 00pa30BaHUN
Onpenenenus

B HacrosieM JOKyMEHTE HCHOJB3YIOTCS CIEAYIONIME TEPMHUHBI U UX
ONpeEICHHUS.

ABTOMATH3MPOBAHHAsI 00Pa00TKA MEPCOHAIBHBIX JaHHBIX — 00paboTKa
MEePCOHAIBHBIX JIAHHBIX C TOMOIIBIO CPEJICTB BHIUUCIUTEIIBHON TEXHUKHU.

be3onacHOCTh NMEPCOHANBHBIX [AHHBIX — COCTOSIHUE 3allUIIEHHOCTH
NEPCOHANIBHBIX  JIAHHBIX, XapaKTEepPU3yeMOe CIOCOOHOCTHbIO IOJIb30BATENECH,
TEXHUYECKUX  CPEACTB W  HWHPOPMAIMOHHBIX  TEXHOJOTHA  00ECTIeUHUTH
KOH(HIEHIIMAIBHOCTh, LEJIOCTHOCTh U JIOCTYIHOCTh MEPCOHAJIBHBIX NAHHBIX MpU
ux 00paboTke B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHATIbHBIX JaHHBIX.

BioknpoBaHue mNepPCOHAJBHBIX JAHHBIX — BPEMEHHOE MpPEKpalleHue
cOopa, cucTeMaTH3allMd, HAKOIUICHHs, WCIIOJIb30BAHUSA, PpPACIpPOCTPAHEHUS,
MEePCOHATBHBIX IAHHBIX, B TOM YHUCJIE UX MEPEAayuH.

JocTtyn k uH(poOpMAnMU — BO3MOXKHOCThH MOJy4YeHUS WHOOpPMAIUU U €€
UCITIOJIb30BAHUAI.

3amumaemass uHdopmauusa — wuHDOpMAIUs, SBISIIONIASCA MPEIMETOM
COOCTBEHHOCTH U MOJJIEXKAIIasl 3alIUTE B COOTBETCTBUU C TPEOOBAHUAMHU ITPABOBBIX
JOKyMEHTOB ~ WJIM  TPEOOBAHMSIMH,  YCTAHABIMBAEMBIMH  COOCTBEHHUKOM
uHbOopMaIuu.

Nnentndukanuss — npucBoeHHE CYyObeKTaM H OO0OBEKTaM JOCTyma
unaeHTuUKaTopa u (WIM) CPAaBHEHHE NPEABIBISIEMOT0 UIAEHTU(UKATOpA C
NepPEeYHEM MPUCBOEHHBIX UEHTU(OUKATOPOB.

NudopmanuonHas cucreMa NepcOHAIBHBIX JAHHBIX — COBOKYITHOCTb
comepxkammxcs B 0azax MaHHBIX MEPCOHATBHBIX JAHHBIX M 00ECIIEUMBAIOIINX HX

00paboTKy MHPOPMAIITMOHHBIX TEXHOJOTUN U TEXHUUYECKUX CPEACTB.



NudopmanuonHasi TeXHOJOIMsl — TPOIECCHl, METOJbI IMOHUCKa, cOopa,
XpaHeHusi, 00pabOTKH, MPENOCTABICHUS, PACHPOCTPAHEHUS HWHPOPMAIUU U
CHOCOOBI OCYIIECTBIICHUS TAKHUX MPOLIECCOB U METOOB.

Hcroynuk yrpo3bl 0€30MACHOCTH NEPCOHAJBHBIX JaHHBIX — CyOBEKT
JOCTYyIa, MaTepUalbHbIi OOBEKT WIM (QHU3MUECKOE SBICHHE, SBIISIOIIUECS
NPUYMHOIN BOZHUKHOBEHHS YTPO3bl 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.

KonTposmmpyemasi 30Ha — MpOCTPAHCTBO (TE€ppUTOpHUA, 3[aHHE, YacTb
3[1aHMsI, TIOMEIICHNE), B KOTOPOM HCKJIIOUYEHO HEKOHTPOJIHMpYyeMoe NpeObIBaHUE
MOCTOPOHHUX JIMII, & TAK)K€ TPAHCIOPTHBIX, TEXHUYECKUX U UHBIX MaTepPHAIbHBIX
CPEACTB.

KoH(puaeHIMAJIBHOCTh NEPCOHATBHBIX JAHHBIX — O00s3aTeNbHOE IS
COOJIOZICHHSI OMEePAaTOPOM WM HHBIM MOMYYHBIIMM JOCTYN K IE€PCOHAIbHBIM
JaHHBIM JIMIIOM TpeOOBaHUE HE pPACIpOCTPaHATh HX Oe3 corjacus cyObeKTa
NEePCOHAJBHBIX JAHHBIX WJIM HAJIMYUS MHOTO 3aKOHHOTO OCHOBAHUSI.

Hapymmureb 6€301aCHOCTH NEePCOHATBHBIX JAHHBIX — (PU3UYECKOE JTUIIO,
CIly4yaliHO WJIM TIpeJHaMEPEeHHO COBepIIaroliee ACHCTBUS, CIEACTBUEM KOTOPBIX
ABIIACTCSA HapylleHHe 0e30MacHOCTH MEPCOHANBHBIX JAaHHBIX MpU HUX 00paboTKe
TEXHUYECKUMHU CpPEACTBAMU B HWH(POPMALMOHHBIX CHCTEMax MEPCOHAIBHBIX
JTAHHBIX.

HecaHKIMOHUPOBAHHBIN A0CTYN (HECAHKUMOHMPOBAHHbIC eHCTBUA) —
J0CTYN K MHGOpMAMK WX ACUCTBUS C MH(OpMaIuel, Hapylaouye MmpaBuia
pasrpaHuyeHust TOCTyIa C UCIOJIb30BaHNEM IITATHBIX CPEACTB, MPEAOCTABISIEMbBIX
UH(GOPMAIMOHHBIMU CUCTEMaMHU MEPCOHATBHBIX JaHHBIX.

Hocuresas undopmanuu — Gu3nyecKoe JUIO0 WIK MaTepHaIbHbIN 00bEKT, B
TOM 4ucIie (pu3ndeckoe mnose, B KOTOPOM MH(GOpMalKs HaXOIUT CBOE OTPAKECHHE B
BUJE CHMBOJIOB, OOpa30B, CHUTHAJIOB, TEXHHUYECKUX pEIICHUH U MPOIECCOB,
KOJINYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BETUUMH.

OOe3IMuMBaHue TEPCOHAJIBbHBIX JAHHBIX — JCHCTBUs, B pE3yJbTaTe
KOTOPBIX HEBO3MOXXHO ONPEAETUTh NPUHAMICKHOCTh TEPCOHATBHBIX JIaHHBIX

KOHKPETHOMY CYOBEKTY IEPCOHANbHBIX JaHHBIX.



O0padoTKa MepCOHANBHBIX JAHHBIX — JIF000E IecTBUE (OTeparus) WiH
COBOKYIHOCTb JACHCTBUI (ONEpaluii), COBEPIIAEMBIX C HCIOJIb30BAHUEM CPEJICTB
aBTOMAaTU3allud WK 0€3 HCIOJb30BaHUS TaKUX CPEACTB C MEPCOHAIbHBIMU
JaHHBIMHU, BKJIOYasi cOOp, 3amUCh, CHCTEMAaTH3allMI0, HAKOIUICHHE, XpaHEHUE,
yTouHeHue (OOHOBJIEHHE, U3MEHEHHE), M3BJICUEHUE, HCIOJIb30BaHUE, IMepenavy
(pacnpocTpaHeHue, MpeaocTaBieHue, JOCTYI), OO0e3NMYMBaHUE, OJIOKHPOBAHUE,
yIaJIEHUEe, YHUUTOKEHUE NEPCOHATbHBIX JAHHBIX.

OO0beKT BBIYUCIANTENbHOH TEXHUKH — CTAIIMOHAPHBIN WU TMOIBUKHBIN
00BEKT, KOTOPBIA TMPEACTABISIET COOOM KOMIUIEKC CPENICTB BBIYUCIUTEIIBHON
TEXHUKH, PETHA3HAYCHHBIH 1T BHITIOTHEHUS ONIPEACIICHHBIX (QyHKIINI 00paboTKH
uHpopmaruu. K oObekTaM  BBIUMCIMTEIBHOM  TEXHUKHM  OTHOCATCA
aBTOMATHU3MPOBaHHBIE  CHCTEMbI, aBTOMATU3MpPOBaHHbIE pabouume  MecrTa,
MH(OPMAIMOHHO-BBIYMCIIUTENbHBIE LEHTPhl M JIPYyTH€ KOMIUIEKCHI CpEJICTB
BBIYMCIIUTENHHON TeXHUKH. K 00bekTaM BBIYMCIWUTEILHON TEXHUKH MOTYT OBITh
OTHECEHBI TAKXKE OTJEIbHBIE CPEJICTBA BHIYMCIUTEILHON TEXHUKHU, BHITOJIHSIONINE
caMoCToOsATeNIbHBIC PYHKIIMM 00pabOTKH MH(pOpMAITUH.

Oneparop mnepcoOHAJBHBIX [JaHHBIX — TOCYJApPCTBEHHBIM  OpraH,
MYHUIIUNIATBHBIA OpraH, IOpUIUYecKOe WIH (PU3NYECKOEe JUI0, CAMOCTOSITEIHHO
WM COBMECTHO C APYTMMH JMIIAMU OPTaHU3YIOIIKUE W (WJIM) OCYIIECTBISIONINE
00paboOTKy MEepCOHANBHBIX IAaHHBIX, a4 TAKXKE OMPEACISIONINE IeTh 00padOTKH
NEPCOHANIbHBIX JIaHHBIX, COCTAB MEPCOHAIBHBIX JAHHBIX, MOJIEkKAIUX 00paboTKe,
nercTBus (omepaiumn), CoBepIiaeMble ¢ IEPCOHATbHBIMU JaHHBIMU.

IlepconasibHbIe JaHHBbIE — JTI00ast MHPOPMAIIHSL, OTHOCAIIASLCS MPIMO WU
KOCBEHHO K OIpPEICICHHOMY WIIM OmpeesieMoMy Qpu3nueckoMy Jiily (CyOBeKTy
MEePCOHAIBHBIX JIAHHBIX ).

IToab3oBaresb MHPOPMANUOHHON CHCTEMbI MEPCOHAJBHBIX JTAHHBIX —
JUI0, YYacTByIollee B (PYHKIMOHUPOBAHUM WH(GOPMAIIMOHHOW CHCTEMBI
NEPCOHANBHBIX JAaHHBIX WU UCIIONb3YIOIIEe Pe3yabTaThl €€ (PYHKIIMOHUPOBAHUS.

IlpaBuna  pasrpaHudeHusi [OCTyla —  COBOKYIHOCTb  IpaBul,

perJaMeHTHPYIOIIUX MpaBa AOCTyNa CyObEKTOB AOCTYIAa K 00bEKTaM JOCTYTIA.



IIpenocraBiieHUe NMEPCOHANBHBIX JaHHBIX — JIEVCTBYUs, HAIIPABJICHHBIE HA
PACKpBITHE NEPCOHAIBHBIX JAHHBIX OIPEIECICHHOMY JIMIY WIH ONPEACICHHOMY
KpyTY JIMLI.

IIporpammHoe  (mMporpaMMHO-MaTeMaTH4YeCKOe)  BO3JAeicTBHE  —
HECAaHKIIMOHUPOBAHHOE  BO3JEWCTBUE HA  pECypchbl  aBTOMATU3UPOBAHHOU
MH(POPMAILIMOHHON CHCTEMBI, OCYLIECTBIIIEMOE C HCIIOJIb30BAHUEM BPEIOHOCHBIX
IIPOTPaMM.

PacnipocTpaHeHnne nepCcoOHAJBHbBIX JAHHBIX — JICHCTBHS, HAIPABICHHBIE HA
PACKpBITHE NTEPCOHAIBHBIX JAHHBIX HEONIPEAEIEHHOMY KPYTY JIHLI.

Pecypc nnpopmManiuoHHO# CUCTEMbI — IMEHOBAHHBIN SJIEMEHT CUCTEMHOTO,
IIPUKJIIATHOTO WIH anmapaTHoro oOecrieyeHust (YyHKIIMOHUPOBAHUS
UHGOPMAITMOHHON CHCTEMBI.

CucremMa 3a10MTHI NEPCOHAJBHBIX JAHHBIX — COBOKYIIHOCTb OPIaHOB U
(MIM) UCTIOJIHUTENEH, UCTIOIB3YEMONW UMHU TEXHUKHU 3aIUThl MHPOPMALIUK, a TAKKE
00BEKTOB, OpraHU30BaHHas W (PYHKIMOHUPYIOLIAs IO MpaBWIaM U HOPMaM,
YCTaHOBJIEHHBIM  COOTBETCTBYIOIMMHU JIOKYMEHTaMM B 0OOJacTH  3alllUThl
IIEPCOHAJIBHBIX TAHHBIX.

CpencrBo kpunrorpadpuyeckoil 3amurbl HHGOpPMAMU — CPEACTBO
3alUThl  MH(OpMAaLMU, peaju3ylollee  aIrOpUTMbl  KPUITOTrpapuuecKoro
npeobpazoBaHus HHGOPMALIUK.

Cy0bekT fgocTtyma — JIMIO WIM [POLECC, JACUCTBUA  KOTOPOIO
pPENIAMEHTUPYIOTCS PABUIIAMHU Pa3TPaHUYCHHUS JOCTYIIA.

Cy0beKkThl TEepCOHATBbHBIX [aHHBIX — pabOTHUKH, oOyuaroluecs,
YYaCTHUKH TOCYJapCTBEHHOW HWTOTOBOM  aTTecTauuu (32  UCKIHOYEHHEM
oOydaromuxcsi), TpaxaaHe, MPUBJICKAaeMble K MPOBEICHHUIO TOCYIapCTBEHHON
UTOTOBOM  aTTeCTAllMM, WIEHbl IMPEIMETHBIX KOMHUCCUH, OOILECTBEHHBIE
HaOJII0JaTeNH, CIIyIIATENN U APYTHE JIHILIA.

TexHuyeckuil KaHajd yTe4Kd MH(MOPMAIMM — COBOKYIHOCTb HOCHUTEIS

uHpopmaruu  (cpeactBa 00pabOTKH), (U3UUECKOM Cpeabl pacrpoCTpaHEHUs



UH(GOPMATUBHOTO CHUTHaJla M CpPEICTB, KOTOPHIMH JOOBIBAETCS 3aluIliaeMast
uHbopMaIus.

TexHuyeckue cpeacrsa HH(MOPMAINMOHHON CHCTEMbl MNMEPCOHAIBbHBIX
JAHHBIX —  CpPEACTBA  BBIYUCIUTEIBHOW  TEXHHKH, HHGPOPMAIMOHHO-
BBIYMCIINTEIIbHBIE KOMILJIEKCHI U CETH, CPEACTBA U CUCTEMBI IIepeaaydy, pueMa u
00paOOTKM MEpPCOHAIbHBIX JAaHHBIX (CPEACTBA M CHUCTEMBl 3BYKO3AIlMCH,
3BYKOYCUJIEHUS, 3BYKOBOCIIPOM3BEJECHUS, II€PETOBOPHBIE U TEJIEBU3UOHHBIC
YCTPOMCTBA, CPEACTBA HW3TOTOBIICHHS, TUPAXKUPOBAHMUSA JOKYMEHTOB W Jpyrue
TEXHUYECKUE CPECTBAa 00pabOTKU pedeBoid, rpadudeckoil, BUAEO- U OyKBEHHO-
nudpoBoit uMH(DOpMaMK), MPOTrPaMMHBIE CpenCcTBa (OMEPALMOHHBIE CHCTEMBI,
CUCTEMBI yINpaBieHMsl 0a3aMM JaHHBIX M T.I.), CPEACTBA 3allUThl MH(pOpMAaLUH,
IPUMEHSEMbIE B HHPOPMAIIMOHHBIX CUCTEMAX.

Yrpo3bl 0€30MaCHOCTH NEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIIOBHM
U (aKkTOpOB, CO3JAIOUIMX OMNACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM 4YHCIIE
CIIy4allHOTO, JTOCTYINa K MEpPCOHAIBbHBIM JAaHHBIM, PE3YJIBTATOM KOTOPOIO MOKET
CTaTb YHUUTOXEHUE, U3MEHEHNE, OJIOKUPOBAHNE, KOTUPOBAHUE, PACIIPOCTPAHEHNE
NEPCOHANIBHBIX JaHHBIX, a TAKKE€ MHBIX HECAHKLMOHUPOBAHHBIX JEUCTBHI MPU UX
00paboTke B ”HPOPMALITMOHHOM CUCTEME NIEPCOHAIBHBIX JaHHBIX.

YHUUYTOXKEHNE NePCOHAIBHBIX JaHHbIX — JEHCTBHUS, B PE3YyJIbTaTE KOTOPBIX
HEBO3MOYKHO  BOCCTAHOBUTHb  COJE€pKaHUE  IEPCOHAIBHBIX  JAaHHBIX B
MH(POPMALIMOHHON CUCTEME INEPCOHAIbHBIX JAHHBIX WM B PE3ylbTaTe KOTOPBIX
YHUUTOXAKOTCS MaTepUaJbHble HOCUTEIN NEPCOHATBHBIX JaHHBIX.

Yreuka (BammmaemMon) UHGOPMALMH IO TEXHUYECKHM KaHAJIaM —
HEKOHTPOJIUPYEMOE pacCHpOCTpaHEHUuE HH(OpPMAMM OT HOCHUTENS 3aIlMIAcMON
uHbopMaluu  4yepe3 (GUIMYECKYI0 Cpedy JO0 TEXHHUYECKOTrO CpeACTBa,
OCYIIECTBJISIOLIETr0 NEPEeXBAT UHPOPMALIUH.

HenocTtHocTh MHpOpMamuM — crOCOOHOCTH CpPEACTBA BBIUMCIUTEIBHOU
TEXHUKH WM aBTOMATHU3MPOBAHHOM CHUCTEMBbI OOECHeuYMBaTh HEU3MEHHOCTD
UHpOpMallMM B YCIOBUSAX CIy4alHOTO W/WIM TPEAHAMEPEHHOTO MCKa)KEHUS

(pa3py1enus).



Beenenne

Hactosimass ~ [lomuTka ~ O€30MAacHOCTH  MEPCOHANBHBIX  JTAHHBIX,
oOpabaTeiBaeMbIX B MH(POPMAIIMOHHBIX CHCTEMax MepCOHaIbHBIX AaHHbIX PIIMO
(manee — IlonmuTuka), sBISETCS O(PUIMATBLHBIM JOKYMEHTOM M pa3paboTaHa B
COOTBETCTBUU C IIEIISIMHU, 33Ja4aMH U TPUHIMIIAMHA OOecriedeHus: 0e30MacHOCTH
MIEPCOHANILHBIX TAHHBIX, N3JI0KEHHBIX B KoHIIeNun 6€301macHOCTH epCOHATBHBIX
JaHHBIX, 00pabaThiBaeMbIX B MH()OPMAIIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JAaHHBIX
PIIMO.

B TIlomutuke onpeneneHsl TpeOoBaHUS K  paOOTHUKAM, CTETICHb
OTBETCTBEHHOCTH  paOOTHUKOB, CTPYKTypa ©  HEOOXOIHWMBIH  YpPOBEHB
3aIUIEHHOCTH, CTaTyC W JIOJDKHOCTHBIE  OOS3aHHOCTH  PaOOTHUKOB,
OTBETCTBEHHBIX 3a oO0ecredyeHrne Oe30MacHOCTH TEPCOHAIBHBIX JIaHHBIX B

MH(OPMAIMOHHBIX CUCTEMAX MepCOHaANbHBIX JaHHbIX PLIMO.

O01mue moJ10KeHUuA

Henpto Hactosmer IlomuTukm sBisieTcss oOecredyeHne Oe30IacCHOCTH
nepcoHanbHbIX JaHHbIX PIIMO oT Bcex BHUIOB yrpo3, BHEIIHMX W BHYTPCHHHX,
YMBIIIJICHHBIX W HEMpeIHAMEPEHHBIX, MHHUMH3AIMS yIIepda OT BO3MOXKHOU
pealm3anuu yrpo3 0€301macHOCTH MePCOHALHBIX TaHHBIX.

be3onacHOCTh MEpPCOHANBHBIX JaHHBIX JOCTHTACTCSA ITyTEM HCKITFOUCHHS
HECAHKIMOHUPOBAHHOTO, B TOM YHCJIE CIy4alHOTro, JOCTyNa K IEePCOHAILHBIM
JaHHBIM, pE3YJIbTaTOM KOTOPOTO MOXET CTaTh YHHUYTOXCHHE, H3MCHEHUE,
OJIOKHpOBaHUE, KOMMPOBAHUE, PACIIPOCTPAHEHNE IMEPCOHANBHBIX JAHHBIX, a TAKKE
WHBbIC HECAaHKIIMOHUPOBAHHBIC JICHCTBHSI.

Nudopmarnus u cBA3aHHBIC C HEH peCypChl TOJDKHBI OBITH JIOCTYITHBI TOJIBKO
JUTSI aBTOPU30BAHHBIX TT0JIb30BaTEIICH.

B wuHpOpMamHMOHHBIX CHCTEeMax TIEPCOHAIBHBIX  JaHHBIX  JIOJDKHO
OCYIIECTBIISITHCS CBOCBPEMEHHOE OOHAPYKCHHE yIPO3 M pearnpoBaHUE Ha YIPO3bI

0€30MacHOCTH  MEePCOHAIBHBIX JaHHBIX. B  uH(MOpPMalMOHHBIX CHCTEMax



MIEPCOHAIBHBIX JAHHBIX HEOOXOIUMO UCKITIOYUTH BO3MOKHOCTD MPETHAMEPEHHBIX
WM CITy9aifHBIX, YACTUYHBIX WM TOJTHBIX HECAHKIIMOHUPOBAHHBIX MOIU(HUKAIIAN
WIA YHUYTOXKEHUS JaHHBIX.

[lepeyeHr TEepCOHATBHBIX IAHHBIX, MOJICKANIUX 3aIUTe, OINPEACIICH B
[TonoxxeHnu o mopsjake oOpabOTKH W oOecrneueHrur 0e30MmacHOCTU WUHGPOpMAaIUU

KOH(HICHIIMAILHOTO XapaKTepa, B TOM YKCIe EPCOHANbHBIX JaHHbIX, B PIIMO.

Cucrema 3alIUTHI MIEPCOHAJIBHBIX JAHHBIX

Cucrema 3aMThl IEPCOHABHBIX JaHHBIX CTPOUTCS] HA OCHOBAHUU:

— [lepeuHst nepcoHaNbHBIX JAHHBIX, MOJIEKAIINX 3aLUTE;

— ITepeunst ”HPOPMALIMOHHBIX CUCTEM MEPCOHATIBHBIX IAHHBIX;

— AKTa ompeleneHtsl YpOBHsI 3aIMILEHHOCTU MEPCOHAIbHBIX JIaHHBIX
npu ux 00paboTke B UH(POPMALIMOHHOM CUCTEME MEPCOHATBHBIX TaHHBIX;

— YacTHoi MozienH yrpo3 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX;

— [Tono>xxeHnss O pa3rpaHUYEHUU MpaB JAOCTyNna K oOpadaThIBaéMbIM
NEPCOHAIBHBIM JIaHHBIM;

- PykoBogsmmux nokymeHToB @CTIOK Poccun u ®Cb Poccun.

Ha ocHOBaHMH 3THX JOKYMEHTOB OIpEAEseTCs] HEOOXOIUMBIA YPOBEHb
3aIUIIEHHOCTH NEPCOHAIBHBIX JaHHBIX B KaXKI0M HMHPOPMAIIMOHHOHN cHucTeMe
nepcoHanbHbIX AaHHbIX PILMO. [lng xaxaod HHPOPMAIMOHHOW CHUCTEMBI
NEPCOHAIBHBIX JAHHBIX JIOJDKEH OBIThb COCTaBJIEH CIUCOK HCIIOJIb3YEMBbIX
TEXHUUYECKUX CPEJCTB, a TaKXe MPOrpPaMMHOr0 OOECIEUYEHHMs], YYaCTBYIOLIETO B
00paboTKe MePCOHATBHBIX JAHHBIX, TOJIJICKAIINUX 3aITUTE.

B 3aBucuMOCTM OT YpOBHS 3allMIIEHHOCTU MEPCOHAIBHBIX JAHHBIX B
UH(GOPMAIMOHHON CHCTEME MEePCOHATIBHBIX JAHHBIX U aKTYaJIbHBIX YIPO3 CUCTEMa
3aIUTHl MMEPCOHAIBHBIX JAHHBIX MOJYKET BKJIIOYATh CIEAYIOIIME TEXHUYECKHE WU
IPOrpaMMHBIE CPENICTBA!

- AHTUBHUPYCHBIE CPEJCTBA JIJIs1 OOBEKTOB BHIYMCIUTEIBHON TEXHUKY;

- cpeacTBa MCEKCECTCBOT'O OKPAHHUPOBAHUS



- cpeacTBa KpunTorpadhuyecKor 3anuThl HHPOPMAIMK TIPU TIepeaade
3aIuUIaeMo HHGOPMAITUH 110 KaHaJIaM CBSI3H.

Takke B CHHUCOK JODKHBI OBITh  BKJIIOYEHBI (YHKIMH  3aIlUTHI,
obOecrieunBaemMble  IITATHBIMH  CPEACTBAMU  HWH(MOPMALMOHHOM  CHCTEMBI
MIEPCOHANBHBIX JTAHHBIX U ONEPALMOHHBIX CHCTEM, MPUKIAAHBIM IPOTPAMMHBIM
ofOecrieueHHEM M CHEUUAIbHBIMM KOMIUIEKCAMH, PpPEATU3YIOIIMMHA CpPEJCTBA
3amuThl. CIUCOK (YYHKIIMIA 3aIIUTHl MOYKET BKIFOYATh:

— YIIPaBJIEHUE TOCTYIIOM U pa3rpaHUYEHUE JIOCTYIIA MOJIb30BATEIIECH;

— pPErucTpaIuyo 1 yueT J1edcTBul ¢ nHopMalmei;

— oOecrieueHre eJ0CTHOCTU JaHHbBIX;

— 0oOHapyKEeHHE BTOPKEHUM.

Coucok MCHob3yeMbIX CPEICTB JOJDKEH MOJAJECPKUBATHCA B aKTyaJlbHOM
COCTOSIHMU. Bce n3MeHeHMs cocTaBa CUCTEMBI 3aIIUTHI IEPCOHANBHBIX JAHHBIX WIIN
AJIEMEHTOB HWH(GOPMAIMOHHBIX CHCTEM TEPCOHAIBHBIX JAaHHBIX JIOJDKHBI OBITH

COorjiaaCcoBaHbI C CIICOUAJIMCTOM I10 3aIlIUTC I/IHCbOpMa]_II/II/I.

TpCﬁOBaHI/IH K IMOACUCTEMAaM CUCTEMbI 3aIIIUTHI
NMEPCOHAJIBbHBIX JAHHbIX

Cucrtema 3alIMThl MEPCOHANBHBIX JAHHBIX BKIIOYAeT B CeOsl ClIEAYIOLIHE
HOJICCTEMBI:

— yIpaBIEHUS TOCTYIIOM, PETUCTPALIMH U yUeTa;

- oOecrnevyeHnst IeJIOCTHOCTU U IOCTYIHOCTH;

— AHTUBUPYCHOM 3aIIUTHI;

— MEKCETEBOI0 AKPAHUPOBAHMS;

- aHaJIM3a 3allUIIEHHOCTH;

— oOHapyXeHHs BTOP)KCHUI;

- KpUnTorpadgpuueckoil 3auThI.

[ToxcucTeMbl CUCTEMBI 3alUTHI IEPCOHAIBHBIX JTAHHBIX UMEIOT Pa3InYHbIHI
(YHKIIMOHAN B 3aBUCUMOCTH OT YPOBHS 3aIMIICHHOCTH MEPCOHAIBHBIX JaHHBIX

npu ux o0paboTke B HWHGOPMALMOHHONW CHUCTEME IEPCOHANBHBIX JAHHBIX,



OIIPCACIICHHOI'O B AkTte ONpCACIICHUSA YPOBHA 3allIMIICHHOCTH IICPCOHAJIBHBIX

JTaHHBIX PU UX 00paboTKe B MHPOPMAITMOHHOMN CHCTEME NEPCOHANBHBIX JaHHbBIX.

IHoacucrembl ynpapjieHusi A0CTYIIOM,
PerucTpanum 1 y4era

[ToacucTema yrmpaBieHUsT JOCTYIIOM, PETUCTPAIMN M y4eTa IpeIHa3HaYeHa
JUTSL peaiu3aliy CAeAyomuX QyHKIIUMA:

— UACHTU(GUKAIIMN U TPOBEPKHA TOJIMHHOCTH CyOBEKTOB J0CTyIa MPHU
BX0JI¢ B MHPOPMAIIMOHHYIO CUCTEMY MTEPCOHATHHBIX TAHHBIX;

- uJeHTU(UKAIIMN TEPMUHAIIOB, Y3JI0B CETH, KAHAJIOB CBSI3U, BHEIIHUX
YCTPOMCTB TI0 JIOTHYECKUM UMEHAM;

- UACHTU(UKAIIMK TPOTpaMM, TOMOB, KarTajoros, (haijioB, 3ammceH,
MOJIeH 3almMcei Mo MMeHaM;

— peructpanuu BxoAa (BbIXxoaa) CYOBEKTOB JOCTyma B cucremy (u3
CUCTEMBI ), TNOO0 PETUCTPAINH 3arPY3KU M MHUITUATN3AIIAN OTIEPAITMOHHON CHCTEMBI
U €€ OCTaHOBA;

— PEruCTpalliM MOMBITOK JIOCTYNAa MPOTPAMMHBIX CPEACTB (TpOorpamm,
MPOIIECCOB, 3a/1a4, 3aJjaHui) K 3alUIIaeMbIM (aiiinam;

- perucTpaliii  TOMBITOK  JOCTyHa MPOTPaMMHBIX  CPEICTB K
TepMUHaJIaM, KaHajlaM CBsI3U, porpaMMaM, TOMaM, KaTtajioram, gaiinam, 3arucsm,
TIOJISIM 3aIHUCEN.

[ToacucTema ympaBiaeHHUs TOCTYIIOM MOXET OBITh peaii30BaHa ¢ MTOMOIIBIO
HITAaTHBIX CPEACTB OOPaOOTKU MEPCOHANBHBIX HaHHBIX (OMEPAIMOHHBIX CHUCTEM,
npwioxkeHui ). Takke MOXeT ObITh BHEJIPEHO CIIEUATIEHOE TEXHUUECKOE CPEICTBO
WM UX KOMIUIEKC, OCYIIECTBIISIIONINE IONOJHUTEIbHBIE MEPHI 110 ayTeHTU(PUKAIUN
¥ KOHTpoJito. Hampumep, mMpUMEHEHHWE €IWHBIX XPaHWIHI YYETHBIX 3arucei
MIOJIB30BATENCH U PETUCTPAIMOHHOU nH(popmaIuu, WCIIOJTH30BaHUE
OMOMETPUYECKUX M TEXHMUYECKHX (C MOMOIIBIO 3JIEKTPOHHBIX IMPOITYCKOB) MEp
ayTeHTU(PUKAIUN U JPYTHX.

IMoacucremMa odecrnevyeHus EJOCTHOCTH



U 10CTYITHOCTH
[Toncucrema obecrnieueHust EIOCTHOCTH U JOCTYITHOCTH NMpEeAHAa3HAuYeHa IS
o0ecrnedyeHns HeI0CTHOCTU U IOCTYITHOCTH IEPCOHANIBHBIX JaHHbBIX, IPOrPaMMHBIX
U alnmnapaTHbIX CpeICTB MH(POPMAIIMOHHBIX CUCTEM MepCOHaNbHBIX JaHHBIX PLIMO,
a TaKk)Ke CPEJICTB 3aLUTHI IPU CIIy4alHON WJIM HAMEPEHHON MOAU(pUKALIUN.
Ilogcucrema peanusyercss € IOMOIINBIO  OPTaHM3alUU  PE3EPBHOTO
KONUpOBaHUsi 00pabaThIBaEMbIX JAaHHBIX, @ TaKXKe PE3epPBUPOBAHUEM KIIFOUEBBIX

9JICMCHTOB I/IH(I)OpMaI_II/IOHHBIX CHUCTEM IICPCOHAJIBHBIX JaHHBIX.

IHoacucreMa aHTUBUPYCHOM 3aLIUThHI

[loncucrema aHTUBMPYCHOM 3allMThl IpEeAHA3HA4Y€HA s OOecredeHus
AHTUBUPYCHON 3aIuThl 00bEeKTOB BhIuMcauTenbHON TexHuku PLIMO. Cpenctsa
AHTUBUPYCHOM 3alIUTHI IPEIHA3HAYEHBI JAJIS PEATU3alUH CIECTYIOMNX (PYHKIIMMA:

- PE3UICHTHBIN aHTUBUPYCHBII MOHUTOPYHT;

- AHTUBHUPYCHOE CKaHUPOBAHNUE;

- CKpUNT-0JIOKMPOBAHHUE;

- LEHTpaJIn30BaHHas1/yJalieHHas YCTaHOBKA/IENHCTAIIISA LU
AHTUBUPYCHOI'O MPOAYKTA, HACTPOMKA, aIMUHUCTPUPOBAHUE, IPOCMOTP OTYETOB U
CTATUCTUYECKOIN MHPOpMAIHH 1O PaboTe MPOIYKTa;

- aBTOMATHU3MPOBAaHHOE OOHOBJIEHUE aHTUBUPYCHBIX 0a3;

- OTpaHUYECHUE IIPAB M0JIb30BATEI HA OCTAHOBKY UCIIOJIHAEMBIX 3a1a4 U
U3MEHEHUS1 HACTPOEK aHTUBUPYCHOI'O ITPOIPaMMHOI0 OOECIIEUEHUS;

- aBTOMATHYECKHUM 3alyCK Cpa3y IIOCJIE 3arpy3KH OIEpalMOHHOM
CUCTEMBI.

IToacucrema peanu3syercs MyTeM BHEAPEHUs CIELUAIBbHOTO aHTUBUPYCHOTO
IPOrpaMMHOr0 0O€CreYeHuss BO BCE OJIEMEHThl HH(GOPMAIMOHHBIX CHCTEM

MNEPCOHAJIbHBIX JAHHBIX.

IMoacucrema MeKceTeBOro YKPAHUPOBAHUS



[ToncucreMa MeXCETEBOT0 SKPAaHUPOBAHUS MTPEeIHAa3HAUCHA I pealli3aluu
cnenyomux QyHKIN:

— buIbTpaluKi OTKPHITOrO U 3amudpoBaHHOrO (3aKkpsiToro) [IP-tpaduka;

— (¢ukcauuyu BO BHYTPEHHUX XypHalax HMH(OPMALUU O MPOXOJSALIEM
OTKPBITOM U 3aKpbIToM [P-Tpaduxke;

— UACHTU(DUKAIIMM W ayTEeHTU(PUKAIUMM CHEUAJINCTa [0 3alluTe
uHpopMaluu win AJAMHHHMCTpaTOpa MH()OPMALMOHHOW CUCTEMBI NEPCOHAIBHBIX
JAHHBIX TP €T0 JIOKAIBHBIX 3apocax Ha TOCTYI;

— peructpanum Bxoja (BbIX0/a) CHELMAIUCTA M0 3alluTe UH(pOopManuu
WM AJIMUHUCTpAaTopa HH(MOPMALMOHHOM CHCTEMbl IEPCOHAJIBHBIX JIaHHBIX B
cucteMy (M3 CHUCTEMBbI) JMOO 3arpy3kd W WHHULHAIU3AIUU CHUCTEMBl U €€
IPOrpaMMHOTO OCTAaHOBA,

— KOHTPOJISI LIEJOCTHOCTU CBOEM HPOrpaMMHON M MH(GOPMaLMOHHON
4acTu;

— GuiIbTpa TAKETOB CIY)KEOHBIX MPOTOKOJOB, CIYXKalIUX IS
JUArHOCTHKY U YIPaBJIEHUS paOOTOMN CETEBBIX YCTPOMCTB;

— (GuIbTpaKM ¢ Y4€TOM BXOJHOTO U BBIXOJHOTO CETEBOro MHTep(erica
KaK CpeCTBa MPOBEPKU MOATUHHOCTU CETEBBIX aJIPECOB;

— perucTpalMi M ydeTa 3alpalldBaéMbIX CEPBUCOB IPUKIIATHOTO
YPOBHS;

- ONOKUpOBaHUSL JOCTyNa HE HACHTU(UIUPOBAHHOTO OOBEKTA WIIU
CyOBbeKTa, MOJIMHHOCTH KOTOPOTO MpH ayTeHTU(UKALUUA HE MOATBEPIUIACD,
METOJIaMH, YCTOWYUBBIMHU K II€pEXBary;

- KOHTPOJISI 32 CETEBOM aKTUBHOCTHIO MPUIIOKEHUH W OOHApYKEHUs
CETEeBBIX aTaK.

[loncucrema  peanusyercs  BHEAPEHUEM  IPOrPaMMHO-AIIapaTHBIX

KOMIIJICKCOB MCKCCTCBOT'O 9KPAHUPOBAHWA HA I'PAHUIIC CCTU.

IMoacucrema aHaamn3a 3alMIIEHHOCTH



[Toacucrema aHanw3a 3aIUIIEHHOCTH JOJKHA OOECIIEUMBATH BBISIBICHHE
ySI3BUMOCTEH, CBSI3aHHBIX C OMIMOKaMW B KOH(UTypary MpOrpaMMHOTO
obecrnieueHrs NHYOPMAITMOHHOM CUCTEMBI IEPCOHATIBHBIX JAHHBIX, KOTOPHIE MOTYT
OBITH UCITOJIF30BAHBI HAPYIIUTEIIEM ISl peaTU3aliK aTaKu Ha CUCTEMY.

OYHKIIMOHAN TMOJCUCTEMbI MOXET OBbITh pEaM30BaH NPOrPAMMHBIMH U

nporpaMMHO-aIInapaTHbIMA CPCACTBAMMU.

IHoacucrema oOHAPYKEHUSI BTOPKEHUM
[Toacuctema oOHapyKeHUSI BTOP)KEHUU JOHKHA OOCCTICUMBAThH BBISBICHHE
CETEBBIX aTaK Ha AJIEMEHThI HHPOPMAIIMOHHON CHCTEMbI TIEPCOHATBHBIX JTAHHBIX,
MOJKIIOYEHHBIE K CETSIM OOIIET0 MOJIb30BaHMs U (MJIM) MEXITYHAPOIHOIO0 0OMeHa.
OYHKITMOHAT TOJCUCTEMBI MOXET OBITh pPEaTM30BaH MPOTPAMMHBIMU H

nporpaMMHO-aIInapaTHbIMA CPCACTBaAMMU.

IHoacucrema kpunrorpapuyecKou 3aMThI
[Toxcucrema kpunrorpaduIecKon 3aliThl MpeAHa3HAYCHA 111 HCKITFOUCHUS
HECAaHKIIMOHMPOBAHHOTO  JOCTyMa K  3alludiaeMod  uHPOpMAIMM B
WH(POPMAIMOHHBIX CUCTeMax MepcoHanbHbIX aHHBIX PIIMO npu ee nepenave mo
KaHajaM CBSI3U CE€TeM OOIIEero Mojb30BaHus U (UITK) MEKIyHAPOIHOTO OOMEHA.
[loncucrema peanusyercss BHEAPEHUEM KPUNITOTpapUUECKUX MPOrPaMMHO-

armapaTHbIX KOMILJICKCOB.

IHoab3oBareu HHPOPMALMOHHBIX CHCTEM
MePCOHAIBHBIX JaHHBIX

B Konnenuuu 0e301acHOCTH IEPCOHAIBHBIX JaHHBIX ONPEEIIEHbl OCHOBHBIE
KaTeropu mojb3oBaTeneil. Ha ocHoBaHMM 3TUX KaTeropuil JOJKHA OBITH
OpOM3BENEHA  TUIM3ALMS  TOJb30BaTeNed  MHPOPMALMOHHBIX  CHCTEM

MNCPCOHAJIBHBIX AAHHBIX, OIIPCACIICH NX YPOBCHb JOCTYIIA 1 BO3MOXKHOCTH.



B uHdopmanmonHbIx cucTemMax nepcoHanbHbIX AaHHBIX PILIMO moxHO
BBIICTIUTH CIEAYIOIIME TPYMIbl MOJB30BaTENCH, Y4YacTBYIOIIMX B 00paboTKe
IIEPCOHAJIBHBIX JaHHBIX:

- AMUHHUCTpPATOP UHPOPMAIIMOHHOM CHUCTEMBI IEPCOHATBHBIX TAaHHBIX;

- Omnepartop nHGOPMALIMOHHON CUCTEMbI IEPCOHANBHBIX JAHHBIX.

JlaHHple O TIpyIlIax  IOJIb30BATENEd, YpPOBHE HMX  JOCTyNa W

MH()OPMUPOBAHHOCTH OTPAKEHBI B COOTBETCTBYIOIIUX MHCTPYKIIUSX.

AJIMMHUCTPATOP HHPOPMAIMOHHOM CHCTEMBI
MEePCOHAIBHBIX TaHHBIX

AnmuHUCTpaTop HWHGOPMAIMOHHONW CHUCTEMBbl NEPCOHANBHBIX JaHHBIX,
OTBETCTBEHHBII 3a HACTPOWKY, BHEAPEHUE U COMPOBOXKIACHHE WMH(OPMALMOHHON
CUCTEMBI IEPCOHANIBHBIX JAHHBIX, 00ecneurnBaeT GyHKIMOHUPOBAHKE MTOICUCTEMBI
yIpaBICHUS OCTYNOM HH(OPMALMOHHOW CHCTEMbl MEPCOHATBHBIX aHHBIX H
YIOJHOMOYEH OCYLIECTBIISITh IPEAOCTABICHUE M PA3rPaHUYEHUE JTOCTYIIA
KOHEYHOT'0 M0J1b30BaTes (oneparopa MHPOPMAILMOHHON CUCTEMBI IIEPCOHAIIBHBIX
JAHHBIX) K AJIEMEHTaM, XPaHSAILIUM EPCOHAIILHBIE TaHHBIE.

AaMuHUCTpAaTOp HMH(OPMALIMOHHOM CHUCTEMBl IMEPCOHANBHBIX JIaHHBIX
o0Jaiaer CleayoIuM yPOBHEM JOCTYIIa U 3HAHUM:

- oOnamaer monHOW WH(QOpPMaIMe O CHCTEMHOM U MPUKIATHOM
IPOrpaMMHOM OOecreuyeHuH MHPOPMAIIMOHHOM CHUCTEMBI TEPCOHAIBHBIX TAHHBIX;

- obnmagaer moNMHOW wWHGOPMANME O TEXHUYECKUX CPEACTBAX U
KOHUrypauuu nHOOPMALIMOHHONW CUCTEMBI IEPCOHAIBHBIX JaHHbIX;

- UMEEeT JOCTyH KO BCEM TEXHUYECKHM CpencTtBaM oO0paboTKu
UH(GOpMalMU U JaHHBIM B HUH()OPMALIMOHHON CUCTEME MEPCOHATIBHBIX IaHHBIX;

- o0nazaeT BO3MOXKHOCTSIMHU BHECEHHS H3MEHEHHl B MPOrpaMMHOE
oOecrnieueHne MH(GOPMALMOHHON CHCTEMBI MEPCOHANBHBIX JAHHBIX Ha CTAaIuU €€

pa3pabOTKu, BHEAPEHUS U COITPOBOKICHUS;



- oOnamaer mpaBaMH KOHQUTYPHUPOBAHUS M  aJAMHHHUCTPATHUBHOMN

HACTPOMKM TEXHMUYECKUX CPEICTB HH(OPMALMOHHOW CHCTEMBI MEPCOHATBHBIX

JAHHBIX.
Oneparop MHPOPMALMOHHOH
CHCTEeMbI NIePCOHAIBHBIX JaHHBIX
Oneparop MHPOPMAIMOHHON CHUCTEMBl MNEPCOHANBHBIX JaHHBIX — 3TO

pabotauk PIIMO, ocymecTBisitomuii 00pabOTKy MEepCOHATBHBIX JAHHBIX.
OOpaboTka TEPCOHANBHBIX JAHHBIX BKIIOYAET: BO3MOXKHOCTH MPOCMOTpA
NIEPCOHANBHBIX TAHHBIX, PyYHOU BBOJI IEPCOHABHBIX TaHHBIX B HH()OPMAIIMOHHYIO
CHUCTEMY TMEpCOHANBHBIX JIaHHBIX, (OPMHUPOBAHUE CIPABOK H OTYETOB TIO
uHpOpMAaITH, TOTy4YEeHHOU 13 HHPOPMAITMOHHON CUCTEMBI IEPCOHATBHBIX TaAHHBIX.

Omneparop WHGDOPMAIMOHHONW CHUCTEMBI MEPCOHATBHBIX JAaHHBIX OO0JamaeT
CJIETYIOIIUM YPOBHEM JOCTYIIa U 3HAHUM:

— o0JialaeT BceMU HEOOXOAMMBIMHU aTpUOyTaMu (HampuMmep, maposiem),
00eCneYnBAIOIIMMHU TOCTYI K HEKOTOPOMY MTOJIMHOKECTBY MEPCOHATBHBIX TaHHBIX;

- pacnojiaract KOH(I)I/II[CHI_II/IEUIBHBIMI/I JaHHBIMH, K KOTOPbBIM HUMECT

JOCTYTI.
AIMHUHHCTPATOP MHPOPMALTMOHHOMI
0e3onmacHocTH
Crneumanuer  mo  3amuTe  MHpOpMaLuH, OTBETCTBEHHBIM 32

(YHKIIMOHUPOBAHWE CHUCTEMBI 3alllUThl TEPCOHANBHBIX JaHHBIX, BKIIOYas
oOCIyXKMBaHUE U HACTPOMKY AaJIMHUHUCTPATUBHBIX, CEPBEPHBIX U KIMEHTCKHX
KOMIIOHEHTOB.

Crenuanuct mo 3amuTe WHGOpMaUUMU 00JafaeT CIEAYIOIMM YPOBHEM
JNOCTyTNa ¥ 3HAHUM:

— obyiamaer mosHoM wuHopMalen o0 HHGOPMAIMOHHBIX CHCTEMax

NEPCOHAJIbHBIX TdHHBIX,



- uMeeT JOCTyn K  CpeAcTBaM  3amuThl  uWHpoOpManmum U
MIPOTOKOJIMPOBAHUS U K YACTH KJITFOYEBBIX AJIEMEHTOB MH(POPMAITMOHHON CHCTEMBI
MEPCOHAJIBHBIX TAHHBIX;

— HE UMEEeT IpaB JOCTyIa K KOHPUTYPUPOBAHUIO TEXHUYECKUX CPEICTB
CETU 3a UCKIIFOUEHUEM KOHTPOJIbHBIX (MHCIEKIITMOHHBIX).

Crneuuaiuct mo 3anmre “UHPOpMaIMKA YIIOJIHOMOYEH:

— peann30BbIBATh MOJUTUKY O0€30MACHOCTU B YACTU HACTPOMKHU CPEJICTB
3aIuThl HHGHOPMAITIH, MEKCETEBBIX SKPAHOB M CHCTEM OOHAPY>KEHUsI BTOP>KEHU,
B COOTBETCTBUU C KOTOPBIMHU IOJIH30BATENb (ONEPATOpP HHPOPMAIIMOHHON CUCTEMBI
NEPCOHANIbHBIX JAHHBIX) TIOJIy4aeT BO3MOXKHOCTh paboTaTh C d3JIEMEHTaMHU
WH()OPMAITMOHHONW CUCTEMBI TIEPCOHATBHBIX JaHHBIX;

— OCYIIECTBJISITh ayJIUT CPEACTB 3alIUThI HUH(DOpMaAIUK;

— OCYWIECTBJIATh  KOHTPOJb  3a  JICUCTBUAMM  TIOJIb30BaTeleh
WHOOPMAITMOHHOW CHUCTEMBI TEPCOHAIBHBIX JAHHBIX TIpH HX paboTe ¢
NEePCOHATBHBIMU JJAHHBIMU;

— YCTaHAaBIIMBATh JIOBEPUTEIIbHBIE OTHOLLICHUS CBOEH 3alMIIEHHON CETH
C CETSIMU JIPYTUX OPTraHU3alvi U YUYPEKICHUN.

JIOMKHOCTHBIE 00S3aHHOCTH CTICTIMAIMCTA TI0 3alTUTe NH(POpMAITUU OMTMCaHbI

B MHCTpyKIMKU crienuaiucTa 1o 3anmre nHpopMaruu.

TpedoBanus kK pabOTHUKAM 10 00eCIeYEeHUI0
3aIUTHI NEPCOHATBHBIX JAHHBIX

Bce padotnuku PIIMO, sBistomyecs: mojib30BaTeIsIMU WH(POPMAIMOHHBIX
CHCTEM MEPCOHAIBHBIX JAHHBIX, IOJKHbI YETKO 3HAaTh M CTPOrO BBINOJHSATH
YCTaHOBJICHHbIE MPABUJIA U 00S3aHHOCTH M0 JOCTYIY K 3alllMIIaeMbIM 00bEKTaM U
COOJTIOJIEHUIO YCTAaHOBJICHHOTO PEeKMMa 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX.

[Ipu BcTymeHMHM B JODKHOCTH HOBOTO PAaOOTHUKA HETOCPEIACTBEHHBIN
PYKOBOJAMTEIb OT/IeNa 005i3aH OpPraHMW30BaTh €ro O3HAKOMIIEHHE C JIOJDKHOCTHOM
WHCTPYKITUEH U HEOOXOIMMBIMHU IOKYMEHTAMHU, PETJIAMEHTHPYIOITUMU TPEOOBAHUS

N0 3alIMUTC IMCPCOHAIBbHBIX AdAHHBIX, a TaKXKC 06y‘ICHI/IC HaBbIKaM BBIIIOJIHCHUA



npouenyp, HEOOXOAMMBIX 1T  CAHKIMOHUPOBAHHOTO  HWCIIOJBH30BaHUS
UH()OPMAITMOHHBIX CUCTEM TIEPCOHATBHBIX JaHHBIX.

Pabotnuk pomkeH OBITh O3HAaKOMJIEH ¢ Hacrosmed IlommTukon,
YCTAaHOBJICHHBIMUA TIPOIEAypaMu palbOThl C dJIEeMEHTaMH HWH()OPMAIMOHHON
CHUCTEMBI NTEPCOHANIBHBIX JaHHBIX U CUCTEMOM 3aIUTHI MEPCOHATBHBIX JAHHBIX.

PaGotHukn PIIMO, HCTIOJIB3YIOIINE TeXHUYECKHE cpelcTBa
ayTeHTU(PUKaIUKA, JOJDKHBI ~ OOECredYnBaTh  COXPAHHOCTh  TEPCOHATBHBIX
UJEHTU(PUKATOPOB (2JIEKTPOHHBIX KJTFOYECiN) " HE JIOIyCKaTh
HECAHKIIMOHUPOBAHHBIA JIOCTYNl K HUM, & TaKXX€ BO3MOXXHOCTb MX YTEPU HIHU
WCMOJIb30BaHUA TpeTbuMU JHUUaMu. [lomp30Barenu HECYT IEPCOHANBHYIO
OTBETCTBEHHOCTD 32 COXPAHHOCTh UJICHTU(HUKATOPOB.

Pa6otauku PIIMO nomkHBI CleA0BaTh YCTAHOBIGHHBIM MPOIEAypam
MoJJICp)KaHusT pekuMa O€30MacHOCTH TEPCOHAJBHBIX JaHHBIX MPHU BbIOOpE U
UCIIOJIB30BAaHUN Mapojied (ecii HE HCIOJb3YIOTCAd TEXHUYECKHE CpeACTBa
uAeHTU(UKAIINY U ayTeHTU(UKALINN).

Pa6otnuku PIIMO nomkHBl  oOecrieuMBaTh  HAJJICKAIIYH  3allUTy
000pyI0BaHMUsA, OCTABISIEMOTO 0€3 IPUCMOTPA, OCOOEHHO B TE€X CIy4asx, KOTJa B
MOMEIIEHNE MMEIOT JIOCTYNl  IIOCTOpOHHME Jula. Bce  monp3oBarenu
WH(POPMAITMOHHOM CUCTEMBI NTEPCOHATIBHBIX JJAHHBIX JI0JKHBI 3HATH TPEOOBAHUS 110
0€30MacHOCTH TMEPCOHANBHBIX JAHHBIX W TPOILEAYpPHl 3alIUTHI 000pPYIOBaHUS,
OCTaBJIEHHOT0 0€3 MPUCMOTpa, a TAK’KE€ CBOM 00SI3aHHOCTHU 110 00ECIIEUEHUI0 TaKOU
3aIIUTHI.

PaGoTHuKaMm 3ampemniaeTcsi yCTaHABIMBATh ITOCTOPOHHEE IMPOTPaAMMHOE
obecrieyeHre, MOAKIOYATh JMYHbIE MOOWJIBHBIE YCTPOWCTBA M HOCUTEIHU
nH(pOpMAaINH, a TAKKE 3aMMCHIBATH HA HUX 3aIUINAeMYy0 HHPOPMAIIHIO.

PaGoTHukaMm 3amperiaeTcs pasrjamarh 3alluilaeMyr  HH(pOpMaIuio,
KOTOpasi CTajla MM M3BECTHA B CHJIY BBIMOJHEHUS MMHU CBOUX JOJDKHOCTHBIX
00s13aHHOCTENA.

IIpu pabGore ¢ mepcoHaTbHBIMU JaHHBIMH B HMHGOPMAIMOHHOW CHCTEME

NepCOHANbHBIX AaHHBIX paboTHUKKM PIIMO 00s13aHbI HCKIIOYUTH BO3MOXKHOCTD



IPOCMOTpa MEPCOHATBHBIX JAHHBIX TPETHUMH JUIAMA C MOHHTOPOB OOBEKTOB
BBIYMCIIUTEILHON TEXHUKH.

[Ipu 3aBepiieHUU pabOTHl ¢ MHPOPMAIIMOHHON CHUCTEMOW IMEePCOHATBHBIX
JAHHBIX PAOOTHUKHU OO0S3aHBI 3AIMUTUTh OOBEKTHI BBIUUCIUTEIHHOU TEXHUKH C
MIOMOIIBIO  OJIOKUPOBKHM KJIFOUOM HWJIM JKBHBAJICHTHOTO CPEIACTBA KOHTPOJIS,
HaIpUMeDp, JOCTYIIOM 10 MapOJII0, €CITH HE HCTIOIB3YIOTCS 00JIee CHIIBHBIC CPE/ICTBA
3aIUTHI.

Pa6otHuku PIIMO pomkHbl OBITH OPOUH(POPMHUPOBAHBI 00 yrposax
HapYIIEHUs peKrUMa 0€30MMaCHOCTH MEPCOHANTBHBIX JAHHBIX U OTBETCTBEHHOCTH 32
ero Hapymieare. OHU TOJDKHBI OBITh 03HAKOMIICHBI ¢ YTBEPKACHHOU (hOpMaTbHON
NPOLEIypOr  HAJOKCHUS JUCHUILUIMHAPHBIX B3bICKAHUH Ha PaOOTHUKOB,
HApYIIAIONMIUX TMPUHATHIE TIOJUTUKY U TPOIEAYpPhl 0€30MaCHOCTH MEePCOHATBHBIX
JIAHHBIX.

PaGoTHuku 00s13aHBI 6€3 MpoMeIeHUs coo0IaTh 000 BCeX HAOJII01aeMbIX
WM TIOI03PUTEIBHBIX CITydasiX paboThl HHGOPMAITMOHHON CHCTEMBI IEPCOHATBHBIX
JAHHBIX, a TAKXKE O BBISABJICHHBIX UMM COOBITHSX, 3aTParuBaroIuX 0e30MMacHOCTh
MEPCOHANILHBIX JAaHHBIX, PYKOBOJACTBY W JIMILY, OTBEYAIOIIEMY 3a HEMEJICHHOE

pearupoBaHuC HA YI'PO3bI 0e301acHOCTH INNEPCOHATBHBIX JaHHBIX.

Jlo1zKHOCTHBIE 005I3aHHOCTH M0JIb30BaTe el
UH(OPMALMOHHOM CUCTEMBbI NIEPCOHATBLHBIX JAHHBIX

JIOTOKHOCTHBIE OOS3aHHOCTHM IOJIb30BaTeNell MHMOPMAIIMOHHON CHCTEMBI
IEPCOHAIBHBIX JAHHBIX OMUCAHBI B CIEIYIOIINX JOKYMEHTAX:

- WNucTpykuuss AaMuHHCTpaTtopa (OTBETCTBEHHOIO 3a SKCILIyaTalUIO)
MH(POPMAILIMOHHON CHUCTEMBI IEPCOHATIBHBIX JIAHHBIX;

— WHucTpyKkuus onepaTtopa MHPOPMALMOHHON CHCTEMBI MEPCOHAIBHBIX

JTaHHBIX.

OTBeTCTBEHHOCTH NOJIb30BaTe/Ieil UHGPOPMALMOHHOM
CHCTEeMbI NIEPCOHAIBHBIX JaHHBIX



B cootBerctBuM co cratbsimu 24 denepanbHoro 3akoHa ot 27 urons 2006 r.
Nel152-03 «O nepcoHallbHBIX TaHHBIX)» JHUIA, BHHOBHBIE B HAPYIICHUH TPeOOBaHUIA
denepabHOTO 3aKOHA, HECYT IPAXKAAHCKYIO, YTOJIOBHYIO, aJIMUHHUCTPATHUBHYIO,
JVCHUAIUIMHAPHYIO U MHYIO NPEIYCMOTPEHHYIO 3aKOHOAATENBCTBOM Poccuiickon
denepany OTBETCTBEHHOCTb.

JencrtByromee 3akoHOAATENbCTBO Poccuiickon @enepauuu MO3BOJISIET
IpeIbSABIATh TPeOOBaHUS MO OOecreyeHno 0e30macHol padoThl ¢ 3allUIaeMon
uHpopMaled W IpelycMaTpuBaeT  OTBETCTBEHHOCTb  3a  HapylICHHE
YCTaHOBJICHHBIX MPaBHJI FKCIUTyaTanui OBM u cucteM, HermpaBOMEPHBIN JOCTYI K
uHbOpMaIlMK, €CIA 3TU JCHCTBUS NPUBEIU K YHUUTOXKEHHIO, OJOKHPOBAHUIO,
Moaudukanuy UHGOPMAIIMU WU HapylieHuto padotsl OBM unu cereit (ctaTbu
272,273 u 274 YK PO).

[Tonb30BaTen MHPOPMAIIMOHHON CUCTEMBI NEPCOHAIBHBIX JAHHBIX HECYT
OTBETCTBEHHOCTb 3a BCE JICHCTBUS, COBEPILIEHHBIE OT UMEHM UX YUYETHBIX 3alucen
WM CUCTEMHBIX YUETHBIX 3aMUCeil, eCIM He T0Ka3aH (PaKT HEeCAaHKIMOHUPOBAHHOTO
UCIIOJIb30BaHUS YUETHBIX 3aIHCEH.

[Ipu  Hapymenusix  padornukamu  PIIMO  —  [lomb3oBatensmu
MH(POPMALIMOHHOM CUCTEMBI IE€PCOHAJbHBIX JAHHBIX IPABUJI, CBS3AHHBIX C
0€30MacCHOCThI0  NEPCOHAIBHBIX  JaHHBIX, OHU HECYT OTBETCTBEHHOCTb,
YCTAaHOBJICHHYIO IEMCTBYIOIIUM 3aKOHOAATENbCTBOM Poccniickon denepanun.

IIpuBeneHHble Bbllle TpeOOBAaHUS HOPMATHUBHBIX JOKYMEHTOB I10 3aIUTE

uH(GOpPMAaIIMK JOKHBI OBITh OTPaXKEHBI B JTOKaNbHBIX akTax PIIMO.



